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Abstract— Test Design — how test specifications and test
cases are created — inherently determines the success of
testing. However, test design techniques are not always
properly applied, leading to poor testing.

We have developed an analysis method based on
identifying mistakes made when designing the test cases.
Using an extended test case template and an expert review, the
method provides a systematic categorization of mistakes in the
test design. The detailed categorization of mistakes provides a
basis for improvement of the Test Case Design, resulting in
better tests. In developing our method we have investigated
over 500 test cases created by novice testers. In a comparison
with industrial test cases we could confirm that many of these
mistake categories remain relevant also in an industrial
context.

Our contribution is a new method to improve the
effectiveness of test case construction through proper
application of test design techniques, leading to an improved
coverage without loss of efficiency.

Keywords: Test Design, Test Case, Improvement Method, Test
Techniques, Efficient Testing

1. INTRODUCTION

In academia, a test design technique is assumed to be
known when published, and thus the implementation or
interpretation of a technique is inherently assumed to be
correct. Due to the vast number of publications and existing
interpretations, in addition to a large overlap of the
different test design techniques, this body of knowledge is
far from being well-defined enough to be an unambiguous
source for use by the practitioners. From an industrial
perspective, test design is paramount since the quality of
the test cases substantially affects how well the system is
tested, what failures (faults) will be found and what
coverage can be achieved.

Our main research questions in this study is “if there are
systematic mistakes testers do frequently during test case
construction”, which leads to reduced efficiency and
effectiveness of the testing efforts. By systematic we mean
repeating and frequent pattern occurring for more than 10
persons and more than 50 test cases in the context of the
study. In an industrial setting the number should probably
be lower, e.g. 5 persons.
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The strength of our proposal lies in assessing the
likelihood of making a series of mistakes, the penetration of
mistakes made, and the identification of consequences
thereof — which all are aspects that enable a better defined
test design process, resulting in improved test cases.

We have collected empirical data during test case
creation, formulated a theory of systematic mistakes, and
compared our theory on existing test cases written in
industry. Our aim is to define distinguishing features of the
test case design process that can be applied generically to
different types and domains of systems [7], [9].

Our claim is that a deeper understanding of mistakes that
are made during test case construction, and conscious and
directed efforts in avoiding them, will lead to substantially
better test cases. This paper is structured as follows: First
we provide an overview of test design, including
terminology and related work. Then we present the study
from where we have collected the data. Section IV contains
a detailed description of our categories of mistakes. In
Section V, we compare our categories with industrial test
cases. Section VI presents our proposal for improving test
case design in practice. Finally, we conclude with threat
analysis, discussion and further work.

IL.

Test design describes the phase in a process, where test
specifications are written, and a resulting test procedure or
test cases are created. Following IEEE Standard 829 [1]
(1998 version) a Test Design Specification should consist
of:

OVERVIEW OF TEST DESIGN

Test Case Specification Identifier;
Test Items; (references for traceability)
Input specifications & Output specifications;
Environmental needs;
Special procedural requirements;

e Inter-case dependencies.

This specification is straightforward, but does not include
the bookkeeping information normally used in industry,
such as information about version handling.

A test case is the result of applying a test (design)
technique to a specific software system. The test technique
delimits the type of test cases that can be created, according
to a concept, approach or selection. In industry, there is
typically no extra level of documentation for the test
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procedure. The test case includes all needed information
and is the executable similar to the test procedure,
regardless if the test case should be executed manually or
by a tool.

A test case should be repeatable by anyone (yielding the
same result) and thus measurable, in the sense that it should
be possible to determine if the test passed or failed. The test
procedure in the standard also calls for a wrap-up that
describes the actions necessary to restore the environment
(referred to as clean-up in our study).

The related work deals mainly with software faults/
failures and making improvements on how to avoid them
[6][8]. Improvement models as a general modus operandi is
found in e.g. [3]. Particular work on improving the test
design phase and assessing the test cases in this manner is,
to our knowledge, new.

III.

Our overall aim is to improve the industrial testing
practice. We are focusing on the test design phase, and on
the efficiency, effectiveness and applicability of the
techniques used in this phase.

A. Process of this Study

The process of data collection for this study is described
in Figure 1. The first phases, I and II, were set up for
another study (hence are shown by dashed boxes), where
the goal was to understand the know-how in industry about
test design techniques and their usage.

ORIGIN AND DESIGN OF STUDY
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Figure 1. Process of the Study

A simple open source system, Buddy [5] was used, since
it was intuitive to learn and small in size with a limited
number of functions. The system handles a personal
budget, creating accounts, making budgets, handling cash
withdrawal and deposits, etc. and is very rudimentary —
handling all input as strings, except some numerical fields.
We believe that any system with a set of test cases can be
used to replicate this study, as long as the know-how of the
system does not in itself become a hurdle — which will
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otherwise make the experiment unmanageably time-
consuming.

In phase II, all subjects were from industry (both testers
and developers), including some with more than 30 years
experience. As a part of this study, the subjects were asked
to write test cases on a blank paper (since we assumed their
experience in writing test cases would be sufficient).

Observations from this study include that the quality of
the described test cases was in general very poor, even if
our research questions were answered. We saw this as a
result of the subjects being time constrained, but noticed
that the test case writers were very brief in their
descriptions. We also observed that since no template was
given, the variation of detail in the produced test cases was
large — a few wrote a much detailed step-by step
description whereas most test cases were written rather
schematically. These observations left us wondering,
whether the underlying problem was the inherent
complexity of specific test design techniques, or if it was
due to a lack of know-how of the test design techniques, or
if it was really just a case of poor test case writing. To
identify and analyze the main causes of the observed poor
test designs, we decided to conduct a large-scale
experimental study. However, since we were unsure about
how much the knowledge of industrial testers will affect
the results of such study. Due to practical reasons, we
decided to perform this study focusing on novice testers in
an academic setting. As our study turned out, studying
mistakes patterns are much easier if they mistakes are made
frequently.

This main empirical study was conducted as an element
of a Master-level testing course at Mélardalen University.
In preparing this study (Phase IV), which focused on the
understanding of test techniques and the ability to apply
them, we used the lessons learned from phase II that in
order to get properly documented test cases a test case
template is needed (phase III in Figure 1).

B.  Empirical Study and Data Collection

The primary goal was to teach the students how to write
test cases in practice, transforming their theoretical know-
how into useful test cases. There were about 50 students
participating in this study, with the target of creating 10 test
cases each. Not all students delivered, and not all test cases
were written. The students can be considered novices in
testing real software. The students were then asked to do a
rather controlled exercise to apply their theoretical
knowledge. The same system, Buddy [5], was used. Since
it is easy to understand the basic functions of such a
system, no requirement specification was available to the
students, who had to use their own judgment to create
reasonable test cases using different test techniques. Each
student was asked to use a series of test techniques and fill
in a template. The template was explained, and
clarifications provided whenever necessary. Students were
particularly asked to be innovative — providing new and



novel test cases — something that would also give them
extra credits.

C. Test Case Template

In this study we used a test case template based on IEEE
Standard 829 [1] with some additional fields (marked by *).
The template contained the following fields:

e  Test case name (& number)

Test suite, (version)
Test technique used *
Time to create the test case *
Version or unique reference to:
o test items (test object lists, test artifacts, test
plans etc).
software under test
project & product
test tool
test environment (configuration)
test specification (version)
requirement (version)

e  Assumptions (pre-requisites) *

e Starting position of test case

dependencies)

e Input specification (input analysis, and selected

targeted input) *

e Step-by-step description of actions (procedure) of

actual test case

e  Output specification (observable outcome to base

evaluation on)

e (Clean-up including side-effects (post processing)

after test case execution

The test case template along with the related experimental
data for this study is available in [10]. The aim was to
create industrial-like test cases, and the template helped the
students describe the test cases with high readability. Time
to execute (not create) the template is used in industrial test
cases, but since we used trivial test cases for the students,
we thought the creation time would be more interesting.
Most students ignored or defaulted this category instead of
measuring it. For the field “assumption”, the tester was
asked to provide information on what (s)he believed to be
the relevant system response to the test case, since there
were no requirements or other specifications available for
the system under test. This field was intended to provide
information that enables definition of a suitable
verdict/result.

In an implementation, the starting point of execution is
particularly interesting — but many testers code their test
cases in a particular order, assuming that this order is
followed during test execution. This creates dependence
between test cases, which is undesirable since a test case
should always be self-contained. Defining intercase
dependencies is a requirement in the standard, but instead
we required the specification of a starting position (which

O O O O O O

(implicit, the inter-
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indirectly indicates if the test case is dependent — or self-
contained).

D. Considered Test Design Techniques

In this study, the following test design techniques were
explicitly taught in theory, including some simple
examples:
e The positive test case (valid input data) (Pos T) [15],
[12], [13], [21]

e The negative test case (invalid input data) performed
twice (Negl + 2) [14], [17], [19], [21]

e Magic input test case (0, -, float or other typical fault
invoking data) [4]

e Equivalence partitioning technique (EP), [11] also

referred to as Category Partitioning
e Boundary Value Analysis (BVA) [4], [11], [15]
e  State-transition — preparing the model for the test
case (based on the system) (STModel) [20]

e Use State-transition, and make the transition in 3
steps in the test case. (Steps can be transformed into
a table.) (STable)

e Permutation of transitions/steps
location where that is possible!) [6]

e Combination techniques: State-transition + input

analysis (Add EP-classes) (Comb)

(identifying a

Iv.

The data collected in the above study was aggregated, and
treated statistically, as indicated in Figure 1 (phase V). A
bit surprised by the rather large amount of test cases
lacking a sufficient level of quality, we then tried to
identify what had gone wrong. After an iterative process of
identification, grouping and refinement, some patterns that
seems to posses the same qualities emerged. Based on our
findings we formulated our theory on systematic mistakes
presented in this section.

We had to define a way to determine the quality of each
test case as a matter of grading. We noticed that the
students had a strong tendency to repeat mistakes. If they
did miss one category, they probably did that for most of
the test cases. Then we could a see pattern among many of
the students, on why they failed. After this analysis the
structure emerged as the following list of categories, each
indicating a lack of understanding why the corresponding
knowledge is important for test case design:

A. Understanding instructions /level of details
B. Understand the purpose of the system and current
level and context of testing

SYSTEMATIC MISTAKES ANALYSIS

C. Understanding test design techniques and how to
apply them

D. Assumptions, e.g. regarding correctness and
completeness of specifications

E. Elaborate test case creation, and not only using the

most obvious test case or input
F. Define a clear starting position for the test case



Make specifications of valid and invalid inputs
Step-by-Step description of test case execution
Test case evaluation (steps to take to make a clear
comparison with expected result should be clear)
J.  Clean-up after test case, repeatability

In the following subsections, we will for each of these
categories, present the data supporting our claims, the
degree of failure for novice testers, and discuss some of the
consequences of failure. In Section V we further relate our
findings to the quality of a set of industrial test cases and
enhance this categorization.

G.
H.
I

A. Understanding Instruction/Level of Detail

In test design, frequently imperfect specifications need to
be translated to useful test cases. This process is the same
as implementing a code or design based on requirements. In
complex systems, the information in the requirements is
often insufficient, and additional information must be
gathered from different sources, but also be drawn from the
testers or developers experience on how the system and
software behaves. A tester should be able to infer exactly
what is meant, and in a detailed level follow instructions
and provide enough information, so that the test case is
unambiguous and can be repeated by any other tester.

Observations: 33% of the subjects did not read
instruction on delivery of test case (naming, or delivery
faulty) and 73% did not complete the entire template.

Discussion: Not being able to read an instruction is in
itself a failure, which could have many reasons. Here we
assume that the students were either not interested or did
not think it would matter, or just did not care. Examples of
mistakes are:

e Delivering the test cases in one file instead of as
separate test cases uniquely named

e  Wrongly name the test cases against instruction

e Not filling in information as required by instruction

If it had been a recruitment situation, people would
probably not get a job as a tester based solely on the lack of
attention to detail. In general, failing to provide detailed
descriptions seems to be a human fallacy — where we in
general are much too imprecise to make coding and testing
a straightforward matter. Often the main solution is to
provide more details — and by doing so, minimize the
opportunity for multiple interpretations. The consequences
here are often failures based on misunderstandings, or that
the task of test case writing cannot be completed due to
insufficient information. We can see that the imprecise
level of detail is often generic in many of the categories
used. The problem was systematic to a person, and not very
varying with each test case, but we could also see
deterioration in the test cases and also a strong relation to
the success of applying the technique.
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B. Understanding the Purpose of the System and Current
Level and Context of Testing

Understanding the purpose of the system, and current
level and context of the system is related to the abstraction
levels of the system. This is probably the most fuzzy and
hard to grasp concept of a software system when it comes
to testing and seems to be an understanding that people
acquire after some years working with the system. The
system impact could be based on the history of the system,
for instance how well documented the original
requirements are, and how the history of the test has been.
Who has been writing the test cases? What level were they?

This impacts how data is stored and handled, and also
how the test case construction looks like. Is a test case
written directly in code — or is it textual and manually
executed? Is the test case hidden in a tool, a model or are
there many documents and specifications to be read about
what is expected? How do you actually learn about the
system? Are there many similar systems on the market?
Are you as a tester also a typical user — or is the system
where you test a constructed artificial interface? System
impact is important in many aspects for understanding
levels and context e.g. what visibility of the domain is
possible, what software concept is used, and how that does
impact the test approach.

Observations: Measuring this comprehension is rather
difficult. We checked how many had understood that all
input in the system were string-based, and did not create
test cases that would assume the test should only handle
digits and letters. As much as 80% of the students failed on
this account, which led to a majority of test cases failed.

Discussion: By failing to understand the right context of
the system, the likely outcomes are that the important test
cases are missed, the focus of the test is outside the scope
or at the wrong abstraction level of the system, and that the
problems reported might be unimportant.

C. Understanding Test Design Techniques and How to
Apply Them

One can discuss the test design techniques and details,
overlap and variants, in depth. The first and obvious level is
to understand what the theory is, and then you need to be
able to apply the technique on the specific case in your
system, meaning, finding a location or situation where you
can apply the technique. Most test design techniques are
related to input, some are related to path of execution, and
few are related to order of execution. Also combinations of
techniques are possible. Depending on how, and sometimes
what type of system you apply it to, they carry different
names. When looking at variable input given, the best way
to get a good utilization of test design techniques is to
define the input domain and divide it into groups and
subgroups. A good basic approach to have in mind is that
the entire ASCII-table should be taken into account and to
that a variety of different sizes should be submitted. This
basic approach is normally documented in the test



specification, and should cover all forms of valid and
invalid input, whereas the specific test case should select a
specific executable.

Observations: The success of using various test design
techniques by the students is shown in Figure 2
(abbreviations are defined in Section III, D). The positive
test case technique (e.g. giving valid input), was the most
common technique performed, and also had the highest
success in producing an executable test case. Only 10 %
did honor that for BVA all three data must be executed,
even if this was highlighted during classroom teaching.

Discussion: The most common mistake seems to be
related to understanding what is required for each
technique, and also what input and boundaries really mean
in the context of this system. One mistake is that students
confused negative (invalid) input to using negative
numbers. Another mistake is to confuse boundary values to
negative test cases, specifically, input outside the boundary.
In reality, there are probably many more subgroups, but
this needs further analysis. The main goal is often to create
a test case for each input-class or sub-group. One can
define each input class or sub-group assuming that the
software treats the input equally within the class (but it
might not be true!). A consequence of this is that there
might be a series of variants of test cases, where the input
varies (and accordingly its output), and as a result there will
be a number of variants of the same test cases existing. In
addition, if a boundary exists, it is valuable to target that
immediately (three test cases — or one with three types of
input). Boundaries are more or less visible at different
levels in the software system, but should always be a target
to test — since it is a known source of problems.
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Figure 2. Test Design Techniques % Full and partial success in
constructing executable test cases in the technique.

When using test design techniques to create test cases, the
first aim should be to create test cases to gain as much
coverage [21] as possible, by e.g. varying the input. This
has a higher likelihood of finding faults. Another technique,
permutation, suggests changing the order of execution of
different test cases, or changing order between steps within
a test case. Permutation mainly targets resource dependent
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faults. Finally, the context could differ for the same
execution — for example if different security roles exist; or
depending on whether other parts of the software are
present or not. This means the same test case can have
totally different execution paths and results, depending
largely on the context of the execution of that test case.

D. Assumptions

This category relates to on which assumptions we judge
that a test case has passed or failed. An experienced tester
is likely to make judgments on correctness and
completeness of all aspects of the system. In the case of
judging a faulty requirement, experts would be more
inclined to assume that the requirement is incorrect and
should be changed. The novice would assume that what is
written is almost always correct, and design the test case
based on this faulty assumption. In this case, most students
did not accept the system, and defined assumptions outside
its current behavior.

Observations: More than 50% of students failed to create
an assumption that matched their expected result. Since
almost all students failed to identify what to expect based
on an understanding of the system, they failed making
realistic assumptions in relation to that.

Discussion: In this case, inventing an assumption became
totally unrealistic. We decided this was more a
consequence of not understanding the particular context of
the system, rather than making a fault assumption. In fact,
here we were more interested in understanding how the
student could postulate a defined truth — what should be
valid about the system, since no requirements or documents
existed to explain what would considered being a correct
system behavior.

E. Only Using the Most Obvious Test Case or Input

During analysis of the several hundreds of test cases, we
were interested in seeing the variety of test cases created.
We particularly asked the students to be creative in
inventing valid test cases for the system.

Observations: Only a few individuals (less than 5%) had
any variation within the system, or attempted anything
innovative with their test cases. The student most often
tested the function create account and the variation was
very limited (mostly names and numbers were tested). The
second most common test was looking at dates. A few did
attempt to look at some transactions which led to more
meaningful tests with slightly higher coverage.

Discussion: This mistake will result in systems where
the obvious aspects are probably the only parts of the
software which are tested, leaving many aspects of the
software untested, and leading to less robust systems. In
fact, this is an ineffective way of testing software. Doing a
transaction test, will additionally test that the accounts must
be created and can be used. This is a much higher level of
test approach, than checking that the software can store a



date, which in this case was a string. This type of tests had
little impact on the main functions of the system.

F. Starting Position for the Test Case

A common mistake is to only describe where the starting
position of the test case is, i.e., not being specific on how to
get to the starting position or which actions has to be taken
before; or just assuming that a particular location is obvious
from the test case context, or not saying anything at all.

Observations: 73% of the students failed on explaining
an unambiguous starting position.

Discussion: This would of course be easily detected
during automation of the test case that information is
insufficient to identify where the test case should start.
The most common assumption for this exercise, which
targets test of a very small program, is assuming that
information such as “Start the program” is enough. In this
case (and since we used an old version of the software), one
has to avoid downloading the new version automatically,
which none of the students remarked in their starting
position. Secondly, one could benefit from describing
exactly what to invoke and what part of the software state
should be available. A starting position defines if the test
case is independent or has intercase dependencies. A
consequence if you do not create restart options for your
software is that if a failure happens, the execution might get
stuck, and will not be able to continue on to the next test
case. The investment done in the test cases are better
catered for if the order of the test cases can be swapped
around, especially if the software execution is in any way
handling or impacted by resource factors in the system, e.g.
timing, buffer-sizes, priority queues, caching etc. The aim
is of course still to minimize the overlap in repeating
starting positions, and thus prepare a set of starting
positions. This is a part of the test architecture that is
needed in the testware.

G. Specification of Valid and Invalid Inputs

Defining input classes in the test/verification specification
simplifies the use of different test design techniques, and
the input selection of the test case. This is an efficient way
to capture the entire input domain, and also prepare for a
series of test design techniques. At the same time, one
could introduce variables to represent inputs, thereby
paving the way for test automation. It might be initially
difficult to define what an input is in this context, since
clicking on a predefined menu-item could at another
abstraction-level be regarded as input. Here we define input
as something you enter in a field that can vary the
execution path. We are particularly excluding pre-defined
clicks or selections of menus (or commands). The best
option for this type of user input is e.g. the ASCII- table,
including digits and letters in addition to other special
characters. In addition, a varied size of the input (defined in
range) should be explored.
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Observation: This proved to be very difficult for the
students, and only 30 % of the students were even near the
idea intended with input analysis. The students were in
general better at providing valid input than making an
analysis on invalid input. None succeeded to grasp the
entire input domain.

Discussion: The consequences of poor input analysis are
several. First, the test case created becomes ineffective,
since it cannot be reused with many different inputs that
would increase the coverage. Secondly, the analysis
enables better usage of test design techniques and thus
better automation of the test case execution. This is done
using input as a variable saving serious space, instead of
hard-coding input data. In the context of the experiment,
the problem might be how this concept was taught and
clearly theory alone was not sufficient.

H. Step-by Step Description

A test case procedure is often described as a set of
actions, with a step-by-step description of actions (and
maybe also intermediate responses). To make the execution
path uniquely defined, the test case must often be described
in small and very detailed steps, exactly the same way as
writing code. Otherwise pseudo-code could be an
intermediate step, but one can rather question if working
with testing software should be done by people with no
knowledge of software or coding. The task would be to
make clear what information is needed in the code
procedure or step-by-step description — and what are
comments, or header/book-keeping information about the
code. The latter is an absolute necessity to be able to handle
the test case.

Observations: 47 % of the students provided insufficient
information and detail to provide steps that could be
unambiguously followed by another human, or required
mind-leaps that is needed to be added when creating a
program for execution.

Discussion: We could see that beginners (not thinking in
code) are writing too little information in the test case.
Most common mistake is missing or too abbreviated
information, which probably makes the automation of a
manual test case costly.

The consequence of missing specific detail in the step,
e.g. what particular values that should be used, is that the
test case execution path is not uniquely identifiable and the
execution might not be possible to recreate, thus if a fault is
found it could be hard to recreate the test case.

1. Test Case Evaluation

The main purpose of test execution is to get a
measurement of the software quality, by combining a large
series of test case evaluation results. To be a useful test
case, it must be possible to evaluate the outcome of the test
case to the defined criteria. For systems lacking these
criteria the concept of “Assumption” is useful. To
determine the verdict of the test case one must describe the



expected result or visible outcome, so that the outcome of
the test case could be compared with it. This could result in
a series of steps, comparing logs, or showing that certain
action took place.

Observations: As many as 28% missed giving evaluation
at all, and about 50% of the students could not formulate a
precise evaluation that would determine the outcome.

Discussion: In our system, when an account is created, it
is not enough to make sure that the test execution did not
encounter a crash, fault or problem when pressing save
after filling in an account name. One must also perform the
action of retrieving the account name into a visible state,
e.g. create a listing of account names. This also means that
the test case for checking that listing must be working.
Another way is to go through the back door, and check in
the data base that there is storage in the correct table with
the saved name. Both must be precisely described. These
sorts of events create problems when designing and testing
the system. If the name is not visible in the list, is it the list
function or the store function that is malfunctioning? In
systems there are often multitudes of ways to check a
specific aspect. In our system, one can try and repeat
exactly the same test case immediately. The next time the
test case should fail, since it probably would not be
possible to store another account with the same name
(assumption). Evaluations are in some systems the trickiest
parts. Observation is low, and one has to either wire-tap
that the information or signals really passed — or do some
complicated analysis to form a judgment. If this is left out,
the testers are at loss - but also — the testing is not complete.
The best questions to ask to be able to determine the
outcome are:

e How do you know the test case passed?

e What are signs for failing?
It may be evident if the system causes a crash, but in fault
tolerant systems even that might never happen.

J.  Clean-up after Test Case Execution

Equally important to create a useful test case is that it
should be possible to repeat the test case, over and over.
Clean-up after test case executions include all those actions
that are needed to be able to remove the effects of
execution to be able to execute again.

Observations: Less than 5% of the students attempted to
clean-up.

Discussion: This category is easily forgotten, but an
obvious category when doing automation. Clean up might
contain many actions, and it could be particularly difficult
to clean-up in some systems that always store data, and do
not allow removal. Software is used for a long time and so
are its associated test cases. A test case should be
repeatable purely based on economic motive; to allow reuse
of the test case and the thought that went into the analysis
of the system. In Industry, it is not uncommon that a test
case is re-executed up to 100 times within a project, and
that it is used for many years. One cannot assume that the
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person creating the test case will necessarily execute it in
the future. Repeatability is to be able to recreate any
problem found and requires precise information. It must be
possible to check if a specific problem has been corrected
afterwards, and the fault is removed. Therefore test cases
should not describe a group of data to be used, but should
always contain a specific value. And the specific value
must be removed after use to repeat the test case. A final
aspect of repeatability is to make test cases fast and
efficient to execute, typically by automating the execution.
In the context of the software life-cycle, probably the cost
and complexity of the testware has the same impact as the
cost and complexity of the software itself.

V. COMPARING WITH INDUSTRIAL TEST CASES

After constructing the categories containing systematic
mistakes, we looked at each category and selected a series
of industrial test cases and verification specifications, and
investigated if any similar mistakes could be found.
Lacking full statistical data, we wanted to assess whether if
this approach could be taken into industry and used as a
means to improve the test case creation. We analyzed a
series of test specifications and test cases, and also
interviewed and discussed these improvements with a
series of managers, testers and developers, to get a more
thorough understanding of the results. Our conclusion is
that understanding and explaining the mistakes could lead
to both improved templates and new ways of working thus
improving industrial test cases.

We decided to grade the list, based on our results, into a
qualitative scale where the grading for the mistakes
frequency is in a three scale range: O (Often), H (it
Happens), S (Seldom), In addition, we added one more
category (11) and one sub-category (6a), and adapted the
category names. The observed grading for our categories
in industrial cases is as follows:

1. Understanding instructions /level of details (H)

2. Understanding the purpose of the system and
current level and context of testing (S)

3. Understanding test design techniques and use
them (O)

4. Assumptions, e.g. regarding correctness
completeness of specifications (H)

5. Only using the most obvious test case or input (O)

6. Starting position for the test case (H)

a. Order of execution (O)

7. Lacking specification of valid and invalid inputs
(0)

8. Unambiguous step-by-step description of test case,
test execution, and test outcome evaluation (H)

9. Not clearly defining the test case evaluation (S)

10. Describe clean-up after test case, repeatability (O)

11. Separation of instruction and data (O)

and



A. Understanding Instructions, System and Test Design

This section describes the first three categories of mistakes
in our above list. Our first mistake category, the ability to
understand instructions and having appropriate level of
detail seems to be a pre-requisite for a tester’s job. We
could see that people accustomed to automated test case
creations, as well as developers, were much more skilled in
defining details. Still, this category with lack of appropriate
detail exists occasionally in industry. Test cases and
particularly verification specifications lacked sufficient
level of detail allowing for different interpretations
depending on the experience of the tester. This happens
occasionally in written text, but since most test cases are
automated, they possess enough detail. Interviews with the
testers revealed that the level of detail is added when
automation happens, which makes the automation a rather
costly step to take from the abbreviated manual test cases
or verification specifications. We could also see a great
variety depending on coding skills.

Our second category, lacking appropriate understanding
of the system and the test target goal or context is rather
rare in industry, and also self-regulating. Experienced
testers talked about beginners not making that connection,
and that it was mostly revealed on the type of failure
reports written — or shown when reviewing the test
documentation.

Our third category, the know-how and utilization of test
design techniques seems surprisingly low in industry,
which could be related to the time pressure, where taking
the most obvious test case and inputs dominates. Many
testers are aware of this and would like to explore negative
testing more, but this is seldom given priority. Most test
cases are written in the fashion that they take the first and
best positive input to validate (one aspect) of a requirement,
and demonstrating that it works. Seldom are techniques
utilized to make sure all input categories are explored, such
as negative testing using invalid data. By improving the test
case templates and verification specification, it would be
easier to utilize this result when automating the test cases.

B.  Assumptions in Industry

The assumptions category e.g. regarding correctness and
completeness of specifications seems to be earned as a part
of one’s status and know-how when working in industry.
Many testers are rigid, as required by some systems, in the
sense that they are following rules strictly, and if the
specification (requirement) says so — it must be right. But,
if you have confidence and know-how of the system,
maybe your first thought as a tester is — maybe this
(requirement) is wrong (unclear)? We have also noticed
some cultural differences, where some cultures and
personalities seem better in confronting poor specifications
and, as a result, they create test cases targeting important
areas. There is clearly a need for both types of testers.
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C. Obvious Selection of Input values and Test Case

We were rather disappointed that it seems like the
obvious input and test case is very common in industry.
This result is based on multiple factors, where time
pressure to write many test cases and confirm requirements
seem to be the dominating one. Other factors might be lack
of knowledge on test design techniques, not specifying
input ranges etc. in specifications.

D. Categories for Test Case Implementation: Starting
position, Descriptions and Evaluations

Definition of a starting position are sometimes missing in
the manual or written test specification, where it is assumed
users know and understand the context of the execution,
and this step is always added to get automatic suites —
which are the commonplace type of execution of test.
Again, waiting to specify it leaves the problem to the
implementation of the test case into executable code. A
comment from the testers interviewed is that the test
specifications are sometimes written so early, that the
specific path to get there might not be crystal clear, and is
deliberately left out. What was more interesting is that
almost all automated suites were built in a specific order of
execution, with rather long series of execution paths. Test
specifications in industry could be really large and dividing
them in different test cases is common, but they are kept
together as a suite. This has limitations, since the technique
of permutation, restarting suites at different positions when
things go wrong and other benefits of several independent
starting positions, are lost.

Therefore we are introducing a subcategory, Order of
execution, particularly aimed to make automation suites
less intercase dependent, with the intention to make
smaller, self-contained test cases that could be used in
different order in different suits, and re-used with a wide
variety of input data.

Specifying the input would greatly improve the utilization
of test cases written, and this mistake seems to be
commonplace, and we see a lack of know-how translating
this into effective test cases. It seems that valid input is
more often used than invalid ones since the specifications
are being written in this way.

Mistakes in the category of test evaluation are rare.
Unfortunately the use of exploratory test seems to influence
the perception that clear evaluation is not needed. An
unfortunate downside seems to be that these test cases are
not repeatable, and thus the know-how and time of creating
them are lost. Random execution is a good complement to
teach testers the feel and to better learn the system, but
expectancy of stumbling across serious faults in our domain
is very low.

With regards to repeatability of test cases, it seems
reasonable to assume that this is paramount for industry.
But when interviewing testers, and by looking at some test
suites, it becomes clear that it occasionally happens that, a
lot of detail and information is missing from the test cases,



making it difficult to repeat without thorough and specific
education. The opposite could also be true, that an
automated test suite could be encoded with little and no
documentation or heading/book-keeping information,
making it extremely difficult to update the suite, and thus
make it obsolete in a very short time. We have deemed that
the specifications of input and its ranges are a common
mistake and missing, but to our joy we could also find the
opposite. It turns out that the tool QuickCheck [18] has
been used, which requires a clarification of the valid and
the invalid by defining the borders (min — max). This is a
good step forward for improving the test coverage.

E. A New Category: Separation of Instruction and Data

The category is motivated by and related to the handling
of larger amounts (several thousands) of executed test cases
— often directly translated from manual test cases, creating
a rather unstructured set of test executions with many
overlaps and hard-coded data. It seems that not all test
organizations have utilized the possibility to re-structure
the test cases. A clear separation of the action/steps of
execution and the variety of parameters/variables/input
values would be a great improvement. This would enable a
better future-proof and document-minimalistic approach to
handle large input domains, or when there is a combinatory
explosion of the input domain (having a series of dependent
input variables). Instead of making a unique test case for
every input, fewer test cases chewing through a series of
input-output relations seems to be the most efficient way to
automate.

This results in a separation of instruction (the step-by-step
actions) and data (input). Also techniques like random
selection of data can then be used to vary the regression
suites. The savings of this approach comes in many forms,
by making the test code leaner, handling a variety of input
variables and utilizing the test case creation better.

1. SYSTEMATIC MISTAKE ELIMINATION METHOD

By our identification of categories of mistakes we
realized that even though most categories are very general,
the categorization is dependent on the considered
application domain and systems, as well as on the experts
performing the categorization. As noted when comparing
our results with industrial test cases, there may very well be
additional categories and/or subcategories that are relevant.
Due to this open-endedness of the problem we suggest a
meta-approach, which allows the basic method to be
extended with categories. Our improvement process works
according to Figure 3.

This process can be started at two steps, either by
assuming the categories in this paper as an initial start — or
by using the proposed test case template which would be at
phase e in Figure 3. Otherwise, the first and initial step
(assuming that test cases exist) is to select a sample of test
cases and test specification or similar documentation where
the test design phase is manifested. In step b an expert
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reviews the different test cases based on how well they
have performed different test design techniques (which also
includes how well the test cases are at targeting faults and
contributing to coverage of the system). This will result in
the identification of a series of mistakes made.

a. Select test b. Review c. Define
cases and test | | withexpert || mistakes
specifications on test categories
Y Fle31gr} (incl. e
interviews)
d. Measure
g. Measure efficiency mistakes

4 v

f. Teach template, test design e. Propose
techniques and common l«—| new test
systematic mistakes & deploy template

Figure 3. Systematic Mistake Elimination Method

In c, different systematic mistakes are defined and
categories are created, which can then be measured for
frequency in the existing test cases. Improvements will then
be identified such as a new test template, or usage of new
test case design tools, or improving the required test
specifications template. Finally this new know-how must
be taught (as shown in phase f), followed by deployment at
the organization assessed. The result or improvements
should be measurable in g, in a series of measurements, e.g.
improved fault frequency, and must be periodically
reviewed by the organization.

IL.

In regards to conclusion validity the major threat is that
the collection and judgment of data poses some researcher
bias and the categorization might have become different if
another person would have qualified and decided on some
of the tricky borderline cases.

The main potential threat to internal validity is diffusion
or imitation, since respondents could have been influenced
by each other. There was no way to check this, since all had
the same system under test. This means, that a result with
many mistakes could have been spread among students as
correct, and thus negatively influenced the result. The
interviews at industry were rather informal in nature, and
the researcher could have influenced the result.

We conclude that the threat to the construct validity to be
limited, since we have explicitly measured their
frequencies, based on our definitions of mistakes. The
evolutionary nature of this study and the fact that the
original intent of this study was different, could pose as a
threat to the construct validity.

The major threats to external validity, answering if these
results are possible to generalize, can be discussed. It seems

THREATS TO VALIDATY



like our result is just a first attempt, and that replicating this
result is an obvious next step. The results from the test
design techniques in Figure 2 are not possible to generalize
since they are dependent on the system under test.

Another confounding factor not taken into consideration is
that the student group and industry are from a limited
selection. We believe the amount of experimental data is
appropriate  and adequate for such an initial study.
However, we have no sufficient data to support the
elaboration on what consequences this has in industry,
since it was a convenience sample. Therefore the result for
the new and added category identified in industry is not
sufficiently supported as a systematic mistake. The
industrial trial must definitely be better randomized, using
more respondents from different industries, so that the view
can be generalized.

III.

This paper demonstrates the importance of dissecting the
process of test design and understanding details of mistakes
made when constructing test cases. It seems possible that
testers in industry make systematic mistakes frequently
during test case construction, leading to reduced efficiency
and effectiveness of the testing efforts, and analyzing these
mistakes will form an important basis for improvements in
the testing practice.

We have suggested a series of mistake categories, based
on analysis of mistakes novice testers made, and we have
used this as a starting point for assessing industrial test
design. We think this work implies improvements that can
be done for requirement formulation (specifically adding
input analysis based on the equivalence partitioning
technique). Another improvement is focusing on how to
better write the test cases in an automated fashion from the
beginning (code the step-by-step description, as well as the
result evaluation and clean-up aspects), to diminish the
effort of translating the often too simplified test case into
usable test scripts, where post-processing is defined from
the beginning. Creating unambiguous test cases at an early
stage also makes it possible to utilize a wider range of the
work-force in the execution, which would otherwise
become person dependent due to interpretation difficulties.

Making a larger study of a series of industries, using a
more randomized sample of test cases, is an obvious next
step to get better validation of our method. From an
industrial perspective, it would be even more interesting to
base on findings from applying our method, device
measures (e.g., targeted education and individual feedback
to testers) for improving the testing practice, as well as
evaluating the effects of these improvements.

CONCLUSION AND FURTHER WORK
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